
15.9.2021 (C)opyright. All Rights Reserved. Andrei
 Costin (ATM-cybersec)

1

EngageKTN – TC1 workshop

“Proof of concept: practical, flexible, affordable 
pentesting platform for ATM/avionics cybersec”

Andrei Costin (ancostin@jyu.fi)
15.9.2021

mailto:ancostin@jyu.fi


15.9.2021 (C)opyright. All Rights Reserved. Andrei
 Costin (ATM-cybersec)

2

Agenda (15 min talk)

● Background
● Experiments and Results
● Acknowledgements
● Conclusion
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Background – #whoami

● Andrei Costin
– PhD from EURECOM (2012-2015)
– Senior Lecturer/Docent Assistant Professor at JYU (2017-present)

● IoT/IIoT/embedded/CPS/CI security
● System security, offensive security, vulnerabilities&exploitation, MLsec
● Digital privacy

– CEO/co-founder of binare.io (2020-present)
● Deep-tech cybersecurity spinoff from JYU

https://binare.io/
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Background – State of the Art

● Costin and Francillon (2012)

● Strohmeier, Schäfer, Lenders, Martinovic et al. (2013+)
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Background – ADS-B, GDL-90
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Background – ADS-B, GDL-90

● What: airplanes, ATM/ATC, satellites(!!), amateurs (RTL-SDR)
● Coverage: global, high + 2020 FAA mandate
● Unauthenticated: ADS-B, GDL-90
● Unencrypted: ADS-B, GDL-90
● Wireless: ADS-B
● Broadcast: ADS-B
● Autopilots (KAP-140/IAU): ADS-B, GDL-90

Wikipedia, “The Scream”
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Experiments and Results

● ADS-B Denial of Service (paper [1])
– 68 configurations (hardware + software), with 11 distinct hardware chipsets

● ~52% affected (crashed, unresponsive, unusable UI/UX)
– ~25% crashed (within 0.5-2 minutes)

– Vendors: [redacted] (responsible disclosure)
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Experiments and Results

● GDL-90 Denial of Service (paper [3])
– 16 configurations

● Not all hardware/software support GDL-90 (e.g., proprietary protocols)
● ~56% (9) affected (crashed, unresponsive, unusable UI/UX)

– ~44% (7) crashed

– Very common in most Garmin avionics devices
– Vendors: [redacted] (responsible disclosure)
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Experiments and Results

● ADS-B – Novel coordinated attack (paper [2])
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Experiments and Results

● [Video Demo]
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Results – Publications (25.1.2022)

● https://ieeexplore.ieee.org/abstract/document/9667309 
@article{khandker2021cybersecurity,
  title={Cybersecurity attacks on software logic and error handling within ADS-B implementations: Systematic testing of resilience and countermeasures},
  author={Khandker, Syed and Turtiainen, Hannu and Costin, Andrei and Hamalainen, Timo},
  journal={IEEE Transactions on Aerospace and Electronic Systems},
  year={2021},
  publisher={IEEE}
}

https://ieeexplore.ieee.org/abstract/document/9667309


15.9.2021 (C)opyright. All Rights Reserved. Andrei
 Costin (ATM-cybersec)

12

Results – Publications

● [1] “Practical denial-of-service and combined high-level attacks on real-world 
ADS-B, ATC, ATM hardware and software”
– ACM TOPS, under review

● [2] “Cybersecurity attacks against software logic and error handling within 
ADS-B implementations: systematic testing of resilience, and implementation 
of some countermeasures”
– IEEE TAES, under review

● [3] “Fuzzing ‘GDL-90 Data Interface Specification’ within aviation software 
and avionics devices – a cybersecurity perspective”
– Elsevier COSE, under review
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Conclusion

● Attacks on ADS-B are feasible, more dangerous and (very likely) imminent
● Attacks (by Costin, Turtiainen, Khandker, Hamalainen):

– Demonstrated: DoS – OK for SocialNetworks, catastrophic for safety-critical
– Work-in-progress: RCE (Remote Code Execution) – (sub-)system takeover

● Similar: “DHS says it remotely hacked a Boeing 757 sitting on a runway”  (2017)

● Most/all ADS-B detect/protect solutions mainly on paper :(
● Mobile EFBs unregulated – used by pilots, checked/guaranteed by nobody!
● For collaborations (research/funding, business): ancostin@jyu.fi
● Q&A

https://nakedsecurity.sophos.com/2017/11/15/dhs-says-it-remotely-hacked-a-boeing-757-sitting-on-a-runway/
mailto:ancostin@jyu.fi
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